










 
UNITED STATES OF AMERICA 

 
v. 
 
 

AHMED KHALFAN GHAILANI 
 

 
D-001 

 
Defense Motion for Appropriate Relief 

(Modification to Protective Order #1) 
 
 

17 November 2008 
 
 

 
1.  Timeliness:  This motion is timely filed.  See Protective Order #1 (AE-12; herein out referred 

to as “PO 001”). 

2.  Relief Sought:  The Defense moves this Commission to make the following modifications to 

PO 001.  Our justification for each request is contained in paragraph 6 below. 

 a.  Strike paragraph 6b. 

 b.  Strike the language from paragraph 6h which reads, “Any document or information 

including but not limited to any subject referring to the Central Intelligence Agency, National 

Security Agency, Defense Intelligence Agency, Department of State, National Security Council, 

Federal Bureau of Investigation, or intelligence agencies of any foreign government, or similar 

entity, or information in the possession of such agency, shall be presumed to fall within the 

meaning of "classified national security information or document" unless and until the Senior 

Security Advisor (SSA), in consultation with representatives from the appropriate agency, 

advises otherwise in writing.” 

c.  Remove paragraphs 6i through 6m from the definition of “Classified Information” and 

relocate these terms in a more appropriate location within the Order. 

 d.  Add the following language to the end of paragraph 13: “except as allowed for in 

paragraph 6c above.  Additionally, this provision does not prohibit the Defense team from 

discussing with the accused matters which the accused told the Defense.”   
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UNITED STATES OF AMERICA )
)
)
)
)

Prosecution Response to Defense Motion for 
Modification of Protective Order #1 

v. )
)
)

AHMED KHALFAN GHAILANI a.k.a., 
“FUPI,” “HAYTHAM,” 
“ABUBAKAR KHALFAN 
AHMED,” and “SHARIF OMAR” 

)
)
)
)
)
)
)  24 November 2008 

1. Timeliness.  This response is filed in accordance with the timelines specified by Rule 3 
6(b)(1) of the Military Commissions Trial Judiciary Rules of Court, issued on 2 November 2007. 

2. Relief.  The Prosecution respectfully requests that the Military Judge deny those 
modifications of Protective Order #1 requested in Defense Motion for Appropriate Relief 
(Modification to Protective Order #1) dated 17 November 2008 (hereinafter referred to as 
“defense motion” or “motion”).  Specifically, the government opposes the modifications sought 
by defense in paragraphs 2.a., 2.b., 2.d., 2.f., 2.g., 2.h., 2.i., and 2.j. of its motion.  The United 
States does not oppose the modifications sought in paragraphs 2.c. and 2.e. of the motion.          

3. Overview.  Contrary to defense assertions, Protective Order #1 is not “in parts overly broad, 
unreasonable and unnecessarily restrictive,” and does not impose “unnecessary storage and 
handling requirements upon the Defense.”  Additionally, the presumption with respect to 
statements by the accused does not “significantly and unnecessarily” interfere with the ability to 
prepare a defense and Protective Order #1 does not amount to a “gag order” on the defense.                                 

Rather, Protective Order #1 harmonizes the need to protect classified information in the national 
interest with the accused’s right to obtain and present evidence in his defense.  

4. Burden of proof.  As the moving party, the defense has the burden of persuasion on any 
factual issue the resolution of which is necessary to decide this motion.  See R.M.C. 905(c)(2).
The burden of proof on any factual issue the resolution of which is necessary to decide a motion 
shall be by a preponderance of the evidence. See R.M.C. 905(c)(1).
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5. Facts. On 221 October 2008 the Military Judge, pursuant to R.M.C. 701(f)(8) and (l)(2), Mil. 
Comm. R. Evid. 505 and Regulation for Trial by Military Commission (DoD Trial Reg), Sec.
17-3, issued Protective Order #1 pursuant to an in camera, ex parte motion2 filed by the United 
States.

Defense motion was filed on 17 November 2008.  On 14 November 2008, defense conferred 
with the government regarding the relief sought.  As outlined in paragraph 2 above, the 
government concurred in part and opposed in part as follows (the paragraphs below correspond 
to the requested relief in paragraph 2 of defense motion): 

2.a.  The government opposes striking paragraph 6b.  However, the government does not oppose 
moving paragraph 6b in its entirety to a new paragraph outside the heading of “Classified 
Information.” 

2.b.  The government opposes the request to strike the language in paragraph 6h which reads, 
“Any document or information including but not limited to any subject referring to the Central 
Intelligence Agency, National Security Agency, Defense Intelligence Agency, Department of 
State, National Security Council, Federal Bureau of Investigation, or intelligence agencies of any 
foreign government, or similar entity, or information in the possession of such agency, shall be 
presumed to fall within the meaning of  ‘classified national security information or document’ 
unless and until the Senior Security Advisor (SSA), in consultation with representatives from the 
appropriate agency, advises otherwise in writing.” 

2.c.  The government has no objection to moving paragraphs 6i-m in their entirety from the 
definition of Classified Information and re-designating them as new paragraphs. 

2.d.  The government opposes the addition of the following language to paragraph 13: “except as 
allowed for in paragraph 6c above.  Additionally, this provision does not prohibit the Defense 
team from discussing with the accused matters which the accused told the Defense.”  The United 
States submits that this language is unnecessary.  Protective Order #1, including paragraph 13, 
does not prohibit the defense from discussing with the accused information the accused provides 
to the defense.  However, because the accused does not have the requisite clearance, it does 
prohibit the defense from disclosing classified information the Defense obtained through the 
discovery process (or by other means) to the accused.  

2.e.  The government has no objection to substituting the word “Until” for the word “Under” in 
paragraph 16.

1 Defense motion notes that Protective Order #1 was issued on 21 October 2008.  The protective order was actually 
signed by the Military Judge on 22 October 2008.  The date noted on the first page of Protective Order #1 is 21 
October 2008.  The United States apologizes for the confusion this has caused.  
2 Mil. Comm. R. Evid. 505, DoD Trial Reg. Sec. 17-3 and R.M.C. 701(f)(8) and (l)(2) allow motions for protective 
orders to be made ex parte and in camera.
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2.f.  The government opposes striking paragraph 22. 

2.g.  The government opposes modifying paragraph 24 to read: “Persons subject to this Order are 
advised that all classified information to which they obtain access by this Order, or any other 
Orders issued by the Commission, is now and remain the property of the United States 
Government.  The Defense shall return all classified materials that may come into their 
possession for which they are responsible because of such access upon demand by the 
Prosecution or SSA.” 

2.h.  The government opposes striking paragraph 25. 

2.i.  The presumption contained in paragraphs 6g and 26 that all statements made by the accused 
are classified cannot be removed by anyone (including the military judge) except the original 
classification authority.  See Executive Order 12598.3

2.j.  The government opposes striking the language that allows Trial Counsel to terminate the  
audio feed.

6. Discussion.

This section will discuss the government’s bases for opposition to or concurrence with defense 
requests for modification in the order in which the requests were made.  The United States will 
identify the defense requests with the identifying paragraphs used in the defense motion.   

2.a.  The United States opposes defense request to strike the language in paragraph 6b.
However, the United States does not oppose moving paragraph 6b, in its entirety, and re-
designating it as a new paragraph outside the definition of classified information. 

2.b.  The United States opposes the defense request to strike the requested language in paragraph 
6h.  However, to clarify paragraph 6h, the United States proposes adding the following language 
after 6h: 

This provision shall not apply to documents or information which the defense obtains from other 
than classified materials, or to public court documents or to documents which are provided by 
the government with a marking to indicate that the document has been “declassified.”  While the 
information in the public domain is ordinarily not classified, such information may be considered 
classified (due to previous unauthorized disclosures of classified information), and therefore 
subject to the provisions of Mil. Comm. R. Evid. 505 and this Order, if it is confirmed or denied 
by any person who has, or has had, access to classified information and that confirmation or 
denial corroborates or tends to refute the information in question.  Any attempt by the Defense to 

3 Executive Order 12958 was amended by Executive Order 13292.  See Exec. Order No. 13292, 68 Fed. Reg. 15315 
(March 28, 2003).  All citations to Executive Order No. 12958, 3 C.F.R. 333 (1995), reprinted as amended in 50 
U.S.C.A. § 435 note at 205 (West Supp. 2008). 
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have such information confirmed or denied during these proceedings shall be governed by Mil. 
Comm. R. Evid. 505 and all provisions of this Order.

2.c. The government has no objection to moving paragraphs 6i-m, in their entirety, from the 
definition of Classified Information and re-designating them as new paragraphs. 

2.d.  The government opposes the defense request to add the following language to paragraph 13:
“except as allowed for in paragraph 6c above.  Additionally, this provision does not prohibit the 
Defense team from discussing with the accused matters which the accused told the Defense.”    

Paragraph 13, as written in Protective Order #1 does not prevent, as defense asserts, counsel 
from “engaging in any dialogue with the accused.”  Paragraph 13, as written, does not prevent 
defense counsel from discussing with the accused information, which is presumptively classified, 
provided by the accused.  However, since the accused does not possess the requisite clearance, 
defense counsel cannot provide or discuss classified information obtained by the defense through 
the discovery process or other sources absent a court order.  In certain limited circumstances, 
discovery may be provided to the accused in a classified format, and will be marked “Releasable 
to Ghailani.” 

2.e.  The government has no objection to substituting the word “Until” for the word “Under” in 
paragraph 16. 

2.f.   The government opposes striking paragraph 22.  The government rejects the defense 
assertion that paragraph 22 imposes a “gag order” on the defense.  

This matter involves and implicates national security issues and deals with classified and 
protected information.  Paragraph 22 ensures that discovery provided to the defense team is to be 
used by the defense for the defense of the accused, and not disseminated to the media.  The order 
not to disseminate discovery information to the media does not infringe on the accused’s right to 
a public trial.  The accused has the right to a public trial. See R.M.C. 806.  The right to a public 
trial does not include dissemination of discovery to the media.   

Defense finds “disturbing” the fact that the prohibition against disseminating discovery to the 
media was procured ex parte, thereby denying defense with an opportunity to be heard on the 
issue.4  There should be nothing disturbing about such hearings.

Mil. Comm. R. Evid. 505, DoD Trial Reg. 17-3, and R.M.C. 701(f)(8) and (l)(2) allow motions 
to be made ex parte and in camera.  The United States disagrees that it is “disturbing” when such 
rules are followed. 

4 The United States disagrees that defense is denied the opportunity to be heard.  As noted in paragraph 43 of 
Protective Order #1, “Either party may file a motion for appropriate relief to obtain an exception to this Order 
should they consider it warranted.”  Defense counsel has that opportunity to be heard on the issue by the filing of 
this motion.    
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2.g.  The government opposes modifying paragraph 24 to read: “Persons subject to this Order are 
advised that all classified information to which they obtain access by this Order, or any other 
Orders issued by the Commission, is now and remain the property of the United States 
Government.  The Defense shall return all classified materials that may come into their 
possession for which they are responsible because of such access upon demand by the 
Prosecution or SSA.”

The defense asserts, in support of its modification restricting what information must be returned 
to the government to only classified information, that to allow paragraph 24 to remain in its 
present form “provides the government a mechanism” to unilaterally demand the return of any 
discovery the government is obligated to provide thereby reasonably impairing the ability of the 
defense to prepare for trial.  This assertion is incorrect.

Discovery information and materials are being provided to the defense for the purpose of 
preparing their defense.  The government does not intend to demand a return of such items until
the conclusion of the case.  At that time, there is no reason why any and all information and 
material, which is the property of the United States Government, should not be returned so that 
the government can insure that classified and protected information remains protected.  The 
return of such information limits the risk of unauthorized disclosure and limits defense counsel’s 
liability regarding unauthorized disclosure upon the conclusion of the case.  The fact that the 
government, pursuant to the rules of discovery, is obligated to provide information does not 
result in a right of the defense to keep government information at the conclusion of trial. 

2.h.  The government opposes striking paragraph 25.  However, the government suggests 
replacing paragraph 14 of Protective Order #1 with paragraph 25 of the Protective Order.

2.i.  Defense requests that the military judge remove the language contained in paragraphs 6g 
and 26 of Protective Order #1 that all statements of the accused are presumptively classified.  
The United States respectfully submits that the military court lacks the authority to change the 
determination that “the statements of the Accused are to be presumptively treated as classified 
information, classified at the TOP SECRET//SCI level.” 

Section 1.1(a) of Executive Order 12958 provides that information may be originally classified if 
certain conditions are met. 

Section 1.3(a) of the Executive Order provides that the authority to classify information 
originally may be exercised only by the President and, in the performance of executive duties, 
the Vice President; agency heads and officials designated by the President in the Federal 
Register; and United States Government officials delegated this authority pursuant to section 
1.3(c) of the Order.  Section 1.3(c)(2) provides that TOP SECRET original classification 
authority may be delegated only by the President; in the performance of executive duties, the 
Vice President; or an agency head or official designated pursuant to section 1.3(a)(2) of the 
Executive Order. 
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In accordance with section 1.3(a)(2) of the Order, the president has designated the Director of the 
CIA as an official who may classify information originally as TOP SECRET.5  Under the 
authority of section 1.3(c)(2), the Director of the CIA has delegated original TOP SECRET 
authority to the Deputy Director of the CIA, who is therefore authorized to make original 
classification and declassification decisions regarding national security information implicated in 
this case. 

The statements of the accused were classified by the appropriate classification authority and such 
information may not be declassified by the military court. See generally Executive Order 12958. 

In fact, a court may not even decide whether a statutorily authorized proposed alternative to 
disclosure of classified information is sufficient for the protection of the national interest.  See
United States v. Juan, 776 F.2d 256, 258-59 (11th Cir. 1985) (holding that the decision whether 
or not a CIPA alternative to disclosure of classified information would be sufficient for the 
protection of the national interest in the security of classified information is not to be determined 
by the court.  “What may appear to the court to be innocuous may be dangerously revealing to 
those more informed.”) 

2.j.  The government opposes striking the language that allows Trial Counsel to terminate the  
audio feed.

Pursuant to 10 U.S.C. § 949(f)(1)(C), the Director of the CIA has delegated his authority to 
assert the National Security Privilege over classified information, for which his agency is the 
originator, to the Office of Military Commissions (OMC) security personnel and Trial Counsel in 
Military Commission cases.

Contrary to defense assertion that paragraph 29 allows trial Counsel to “act as ‘censors’” thereby 
depriving “the accused of the right to a public trial,” the ability of the Trial Counsel to terminate 
the audio feed is further necessary insurance that classified information, the disclosure of which 
reasonably could be expected to cause exceptionally grave damage to the national security, or 
serious or severe damage will not be disclosed.  The ability of the Trial Counsel to prevent such 
disclosure no more deprives the accused of a public trial than the ability of the SSA to do the 
same. 

This matter involves information classified at the CONFIDENTIAL, SECRET  and TOP 
SECRET levels.  If an unauthorized disclosure of information reasonably could be expected to 
cause damage to the national security, that information may be classified as CONFIDENTIAL.
If an unauthorized disclosure of information reasonably could be expected to cause serious 
damage to the national security, that information may be classified as SECRET.  If an 
unauthorized disclosure of information reasonably could be expected to cause exceptionally 
grave damage to the national security, that information may be classified as TOP SECRET.

5 Order of President, Designation under Executive Order 12958, 70 Fed. Reg. 21,609 (Apr. 21, 2005), reprinted in
U.S.C.A. § 435 note at 205 (West Supp. 2008).  
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Therefore, it is imperative that as many safeguards against disclosure of classified information be 
available during the commission process. 

Pursuant to 10 U.S.C. § 949(f)(1)(C), the Director of the CIA has delegated his authority to 
assert the National Security Privilege over classified information, for which his agency is the 
originator, to the Office of Military Commissions (OMC) security personnel and Trial Counsel in 
Military Commission cases.  Therefore, Trial Counsel has the authority to claim the National 
Security privilege and protect the information by terminating the audio feed.  Obviously, Trial 
Counsel will do so only when warranted.

Should Trial Counsel erroneously terminate the audio feed, the information erroneously thought 
to be classified, will be made public.  However, once classified information is erroneously 
disclosed, the harm is irreparable.  To guarantee, to the greatest extent possible under the 
circumstances, that such irreparable harm does not occur to the national security, the government 
submits that paragraph 29 remain unmodified.            

7. Oral Argument.  The Prosecution does not request oral argument. 

8. Witnesses.  The Prosecution does not anticipate calling witnesses in connection with this 
motion; however, it reserves the right to amend this request should the Defense response raise 
issues that would require the Prosecution to call witnesses in order to rebut certain information. 

9. Certificate of Conference.  On 14 November 2008, defense conferred with the government 
regarding their requested relief.  A conference with defense regarding this response is not 
required. See Military Commissions Trial Judiciary Rules of Court, issued on 2 November 2007, 
Form 3-2 Format for a Response.     

10. Additional Information.  None. 

11. Attachments.  None. 

12. Submitted by:

____//signed//_____________
Felice John Viti 
Prosecutor 

____//signed // ____________
John McAdams 
Prosecutor 

____//signed______________
Jeffrey B. Jones 
Prosecutor 
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ATTACHMENT (B) 



DEPARTMENT OF DEFENSE
 
OFFICE OF THE CHIEF DEFENSE COUNSEL
 

OFFICE OF MILITARY COMMISSIONS
 
1600 DEFENSE PENTAGON
 

WASHINGTON, DC 20301-1600
 

8 December 2008 

MEMORANDUM FOR THE CONVENING AUTHORITY 

SUBJECT: Request for Appointment of Privilege Team - United States v. Ahmed Khalfan Ghailani 

References: (a) Protective Order # I ico United States v. Ahmed Khalfan Ghailani 
(b) 0-00 I Defense Motion to ModifY Protective Order # I 
(c) In re Guantanamo Detainee Cases, 344 F. Supp. 2d 174 (D.D.C. November 8, 2004) 
(d) In re Guantanamo Bay Detainee Litigation, 2008 U.S. Dist. LEXIS 69254 (D.D.C. 

September II, 2008) 

I. The Defense respectfully requests that a privilege team be appointed to assist the Defense in the above 
named case. We request that this privilege team be independent from your office and that of the 
prosecution, in order to allow us to submit attorney-client privileged infonnation to the designated 
privilege team for review. The sole purpose of this request is to allow us to provide adequate legal 
representation to Mr. Ghailani; however, we note that attachment (I) contains a May 29, 2008 e-mail 
request to you from the then Chief Defense Counsel, Office ofMilitary Commissions (OMC) seeking 
appointment of a privilege team to support the entire OMC-Defense mission. This request received a 
favorable recommendation from both the Joint Task Force - Guantanamo and from the U.S. Southern 
Command. It is our understanding that, to date, this request has not been formally acted upon. 

2. Reference (a) currently provides that "the statements of the Accused are to be presumptively treated 
as classified infonnation, classified at the TOP SECRETIISCI level." While the Defense has reason to 
believe that a majority of the statements of the accused are not classified at all, or at least not classified at 
the TS/SCI level, there is no mechanism in place to allow us to overcome the TS/SCI presumption. This 
means that any notes we take during our meetings with Mr. Ghailani are presumptively TS/SCI material 
and therefore we can not act upon any of the information that we receive from him. For example, ifMr. 
Ghailani were to provide us the name of a potential witness to contact, even the name of a family 
member, we could not act upon that infonnation because it is presumptively classified at the TS/SCI 
level. This situation prevents the Defense from being able to provide Mr. Ghailani the adequate 
assistance of counsel that he is entitled. 

3. In reference (b), the Defense has already requested, in part, to remove the presumption contained in 
paragraphs 6g and paragraph 26 [of Protective Order #1] that all statements by the Accused are classified 
at the TOP SECRETISCI (TS/SCI) level and replace it with the guidance provided by the Central 
Intelligence Agency (CIA) for the protection of classified national security infonnation enumerated by 
the CIA regarding fonner High Value Detainees (HVDs) currently in Department of Defense custody at 
U.S. Naval Station, Guantanamo Bay, Cuba (GTMO).! This motion is still pending with the military 
judge; however, in their response to this motion the prosecution has objected to removal of the 
presumption and argued that the military judge has no authority to either remove or modifY the 
presumption. If this presumption must remain, appointment of the requested privilege team would at 
least provide the Defense a mechanism to overcome this presumption. 

I As it is classified, the Defense does not attach a copy of the CIA Memo to this request. However, should the 
Convening Authority have any doubts as to which memorandum is being referenced, the Defense is willing and able 
to provide this memorandum for review: 



4. We believe that our request is neither unreasonable nor novel. In references (c) and (d), a privilege 
team has been appointed to assist the defense in all of the detainee habeas petitions in the United States 
District Court for the District of Columbia. As you probably already know, this privilege team is "[a] 
team comprised of one or more DoD attorneys and one or more intelligence or law enforcement 
personnel who have not taken part in, and, in the future, will not take part in, any domestic or foreign 
court, military commission or combatant status tribunal proceedings involving the detainee." Reference 
(b) at p. 184. It is our understanding that the current habeas privilege team is comprised of mostly 
contract employees who possess past intelligence and/or law enforcement experience with the federal 
government. While you are certainly at liberty to grant our request in any fashion you deem appropriate, 
we believe that leveraging off of the existing habeas privilege team makes the most sense. The team 
already exists, has resources in place, has relevant experience in the areas we seek assistance, and has an 
existing contractual vehicle to obligate funding against. Our request may be accommodated with 
minimal additional investment in resources and funding. 

S. In closing, we believe that appointment of the requested privilege team is essential in order to provide 
Mr. Ghailani adequate legal representation, will help avoid future delays in this case, and, from the 
government's perspective, will add an additional layer of protection for the handling of classified 
information in this ease. We respectfully request a written response to this request. We welcome the 
opportunity to discuss this request with you or your legal advisor in person. I may be contacted at:  

 

Respectfully submitted, 

BY:d~~~~-=---::-=-=-c:-::----
LTC 
MAl .B. REITER, USAFR 
Detailed Defense Counsels for 
Ahmed Khalfan Ghailani 
Office of the Chief Defense Counsel 
Office of Military Commissions 
1600 Defense Pentagon, Room 3B688 
Washington, DC 20301 

Attachment: 
1. CDC email re: Privilege Teams-Classification Teams of 29 May 08 wI ends 
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ATTACHMENT (C) 



CONVENING AUTHORITY 

OFFICE OF THE SECRETARY OF DEFENSE 
OFFICE OF MILITARY COMMISSIONS 

1600 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1600 

JAIt 1 2 • 

MEMORANDUM FOR: LtCol J.P. Colwell, USMC, Defense Counsel, OMC 
MAJ R.B. Reiter, USAFR, Defense Counsel, OMC 

SUBJECT: Request for Appointment of Privilege Team - United States v. Ahmed Khalfan 
Ghailani 

I reviewed your letter dated 8 December 2008 requesting appointment of a privilege team 
in the case of United States v. Ahmed Khalfan Ghailani. There are procedures in place in the 
Military Commissions system, similar to the federal system, whereby counsel may receive advice 
on security matters from Court Security Officers (CSO). There are currently five CSOs in the 
Military Commission organization which defense counsel may call upon for guidance on 
classification matters. Further, a Special Security Officer (SSO) provides an additional layer of 
support for the defense teams. When necessary, the defense SSO can interface with the 
appropriate Original Classification Authorities (OCA) to request further guidance on your behalf. 
Because there are existing procedures for dealing with classified infonnation, I am not persuaded 
that it is necessary to appoint a privilege te~,;;Est is denied. 

Susan J. Crawford 
Convening Authority 

for Military Commissions 

Printed on G) Recycled Paper 
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